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1. YEMFa

1.1.AWS IOT

www.amazonaws.cn

1.1.1. N AWS 10T

AWS Management Console

AWS services

Find Services Hr ANAWS TOTHE %R

iames, keywards or acronyms.

The AWS China (Ningxia) Region, operated by Ningsia Western
Cloud Data Technology Co., Ltd., is now available. By using AWS
services from the AWS China (Ningxia) Region, you agree to the
Western Cloud Data Customer Agreement.

Il/\ws o1

Hd7AWS 10T

IoT Analytics

IoT Device Defender

10T Device Management

loT Greengrass

IoT SiteWise

Kinesis

Serverless Application Repository

EC2 Image Builder [nE==X %=1/}

IoT Greengrass
10T SiteWise
10T Analytics

g sETA

CloudFormation

1AM Config
5 FRANENE GuardDuty CloudTrail loT:Diexlce: Diferidir
s3 Secrets Manager Trusted Advisor
£FS Certificate Manager CloudWatch =0
FSx Key Management Service Systems Manager Athena

Helpful tips

% Manage your costs
. . Monitor your AWS costs, usage, and reservations using

AWS Budgets. Start now [2

Explore AWS

Amazon Relational Database Service (RDS)

RDS manages and scales your database for you. RDS supports
Aurora, MySQL, PostgreSQL, MariaDB, Oracle, and SQL Server.
Lear more (3

Automatically run your code with AWS Lambda

AWS Lambda automatically runs your code without requiring
you to provision or manage servers. Learn more [
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AWS loT Core X

Developer Guide

v

What is AWS [0T?

Getting started with AWS loT
Core

v

Connecting to AWS loT Caore

AWS loT Tutorials

v

Managing devices with AWS loT

Tagging your AWS IoT resources

4

Security
Security in AWS loT
¥ Authentication
Server authentication
P Client authentication
P Custom authentication
» Authorization
B Data protection

b Identity and access

AWS loT

=
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CA certificates for server authentication

Depending on which type of data endpoint you are using and which cipher suite you have negotiated, AWS loT Core server authentication certificates are
signed by one of the following root CA certificates:

VeriSign Endpoints (legacy)
= RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate [

Amazon Trust Services Endpoints (preferred)

@ Note

You might need to right click these links and select Save link as... to save these certificates as files.

RIS TTTEE) '
= RSA 4096 bit key: Amazon Root CA 2. Eﬁ#@DE‘;FH‘EEOM CAiIE :E! H"] 1: ﬁ ﬁﬁ

= ECC 256 bit key: Amazon Root CA3[2.  FrsslsmssRG)

= ECC 384 bit key: Amazon Root CA 4.

SN
These certificates are all cross-signed by th =H {

Core in the Asia Pacific (Mumbai) Region, s &=iN) Ctrl +Shift+1

new AWS loT Core regions, beginning with the May 9, 2018 launch of AWS loT
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1.2. BRI BIHER R

T matt. fx B E P R SR I
1.2.1. WY E :

B Edit Connection Profiles O
192.168.0.54
222
LS

5
M2 Profile Type  MQTT Brok: - m
Eclipse T roker I{';\:\

TEST _server

charles_test MQTT Broker Profile Settings

local mosquitto

Profile Name | 222

Broker Address | 192.168.0.222
neice

neiwang Broker Port | 1883

cnet510test .
el Client ID | c47e1b7805be4c8ba7b170a407b0e0ef Generate

General QVESgelcha=1b SSL/TLS  Proxy LWT

User Name

Password

+ -

1.2.2. #E¥ mqtt 5535

L 0
- E Disconnect

Publish Scripts Broker Status  Log

fusr/plcnet/# -
Just/pl - m Jusr/ plenet/www/usr/ond 2/heartfu
Susr/plonet#
Dump Me M . Unsubscribe
i - . Jusr/plenet/xs/heart/u

Jusr/plonet’#

Fusr/plenet/www/usr/cnd2/heart/u

Susr/plonet/#®

G NN H AR BRA & # 13 7 24 W WWW.USr.cn

7N


http://h.usr.cn
http://www.usr.cn

.®ﬁ i
/K AR

BAEARMSS ! USR-PLCNET ¢4 0. 3 = F i

2R

http://h.usr.cn

1.2.3. T PRI AH oG 3 -

File Extras Help

‘ Disconnect
Publish Scripts  Broker Status  Log

)

Jusrfplenet/# Autoscrall i
[usr/plenet/# Jusr/plenet/www/usr/en/2/heart/u ;4
T O Jusr/plcnet/# QoS0
Just/plenetfxs/heart/u 2
Just/plener# Qo5 0
Jusr/plcnet/www/usr/cn/2/heart/u 3
usr/plcnet/# QoS0
Jusr/plenetfxs/heart/u 4
Just/plener# Qo5 0
Jusr/plenet/www/usr/cn/2/heart/u 5
usr/plcnet/# QoS0
Jusr/plenetixs/heart/u 6
Just/plenet/# Qo3 0
Just/plenetywww/usr/cn/2/heart/u 7
usr/plenet/# Qo5 0
1.2.4. AIEK3] PLC 3 BiR¥0RE:
(V-1 Y .
Publish Scripts  Broker Status  Log
fusr/plenet/# - Autoscroll A
Just/plenet /¥ Just/plenet/# QoS0
Just/plcnet/www/usr/cn/2/heart/u 20
Dump Messages  Mute
Just/plenet/d Qo5 0
fust/plcnet/wwwi/ust/cn/2/edge/u 21
Susepienst /¥ Qo5 0
Jusr/plenet/xs/heart/u 22
Just/plcnet % Qo5 0
Jusr/plcnet/www/usricn/2/heart/u a5;
Jusriglenee/¥ QoS0
fusr/plcnet/xs/heart/u 24
fustiplcnati# Qo5 0
fusr/plcnetfwww/ust/cn/2/heart/u 25
fust/plenet/# QoS0
Just/plenet/www/ust/cn/2/heart/u 26
Jusr/plcnet/www/usr/cn/2/edge/u
Aust/plcnet/# 2
14-07-2020 10:55:43,30343878 Qoso
m e
Topics Collector (0) Scan v
—_ N
M
125, ESERFHSE SRS
RS Ny A
RIEE W A2
m Subscribe  Scripts  Broker Status  Log
| fusr/plenet/www/usr/cn/2/edge/d -
{
i
o \ S = s
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PLCNET510 (%[0 &

publish [T Scripts Broker Status  Log

Jusr/plcnet/# v Q )05 Autoscroll v
Justigh - 73 Jusr/plcnet/xs/heart/u 67
= Jusrrplensee QoS0

Dump Messages Mute [usr/plenet/xsfedge/u 68

Justiplenet/# QoS0

Jusr/plcnet/www/ust/en/2/heart/u 69

Justiplcnet/# Quso

Jusr/plenet/xs/heart/u 70

Jusriplenst/é Qos 0

Jusr/plenet/www/usr/enf2/heart/u 71

Jusr/plenze/s Qos0

Jusr/plcnet/xs/heart/u 72

Jusr/plenet/# Qos0

Jusr/plenet/www/usr/cn/2/heart/u 73

{ustiplonet/# Qoso

Jusr/plenet/www/usr/cn/2/edge/u
Justlplenst/® 47
14-07-2020 10:57:35 30455904 0050

“Modbus TCP™,"v":"13","s 88, "ms":175,"e":0}, {"pid~: 40009 ,"
01" ,"sid": "Modbus TCP","v":"8
170", 5" 1159469 B, "ms":17

Topics Collector (0) Scan | S i

"s":1594695688, " ms" 175
"e":0,"idx":1,"sum":1}

1.2.6. =38 B HHE R H1E

KIEVE 2

m Subscribe  Scripts Broker Status  Log

#  Jusr/plenet/wwwi/usr/en/2/edge/d - bli=

B e~

d: [f
"sid": "Modbus TCP",
"pid=: "40008",
R s b

H
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e AR
Publish m Scripts  Broker Status  Log

Jusrplenet/# v Autoscroll v
Just/plenet/t Just/plenet/www/ust/cn/2/edge/d 272
Doyt Y i Jusriplcnet/# Q050
273
Qos 0
Tust/plenet/www/ust/cn/2/edge/u 274
usr/plenet/# QoS0
fusr/plenet/xs/heart/u 275
fusriplense 4 QoS0
Fusr/plenetiwww/usr/cn/2/heart/u 276
Jusriplcnet/# QoS0
fusr/plenet/xs/heart/u 277
fusr/plenet/# Qo5 0
fusr/plenetfwww/usr/cn/2/heart/u 278
usripicnet'# D050
fusr/plcnet/www/usr/cn/2/edge/u
Jusriplenet ¥ 273
:"Modbus TCP”,"pid”:"40008","v":"555","5" 1 1594710544,
‘opics Collector (0) Scan o

1.2.7. EHEHEE SHE

HRIE R

Subscribe  Scripts

#  fusr/plenet/ www/usr/cn/2/edge/d

"pid”; "40008"

|

e JEER

"sid": "Modbus TCP",

Broker Status  Log

Publish m Scripts  Broker Status  Log
Jusr/plenet/# - 5 Autoscrall oiv
Juselplooet /% ust/plenet/www/usr/cn/2/heart/u 305
= Jusriplcnet/# Qos 0
Dump Messages Unsubscribe
L ———————— 306
justiplcnet/# Qoso
[ usrtplcnetiwonntuselcni2/edgeru | 307
JusT/plcnet # QoS0
Just/plenet/xs/heart/u 308
fusriplcnet(# Qos o
ust/plenet/www/usr/cn/2/heart/u 309
Jusriplcnet/# Qos 0
ust/plenet/xs/heart/u 310
justiplcnet/# Qoso
Tust/plenet/www/usr/cn/2/heart/u 31
fusr/plcnet/# QoS0
Jusr/plenet/www/usrfen/2/edge/u
Jusr/plcnet/# 307
020 150 54442431 Qo5 0
E -

T N B AR A IR A F]

216 7 3k 24 U

WWW.usr.cn



http://h.usr.cn
http://www.usr.cn

BAIAEMHE!

o.° N
Kﬁk%ﬁ*!

USR-PLCNET X} #2 W 5 ifh 2= F it

2R

http://h.usr.cn

1.2.8. FREVHIE RFIR
Rikin
I
#l

5 it ||
"type": 0

BRI A

Publish Scripts  Broker Status  Log

& fusr/plenet/wwwifusr/on/2/edge/d

m Subscribe  Scripts Broker Status  Log

Jusr/plenet/# - Autoscroll v
fusr/plenet/# Jusr/plenet/www/usr/cn/2/edge/d 330
Jusr/plenet/#

Dump Messages  Mute it il
Tusr/plcnet/weew/ust/cn/2/edgelu 331
Jusr/plonet/# Qo5 0
Jusr/plcnet/xs/heart/u 332
ust/plenat'# Qo5 0
Jusr/plcnet/www/usr/cn/2/heart/u 333
jusr/plenet/# QoS0
fusr/plcnet/xs/heart/u 334
Jusriplenet/# QoS0
Jusr/plcnet/www/ust/cn/2/heart/u 335
Justiplcneti# Qos 0

Jusr/plcnet/www/usr/cn/2/edge/u
fust/plenet/# 331
14.02.2020 15:08:22 5456295, 0050

Topics Collector (0) Scan o
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2. IfdEHER

2.1. Mqtt SE0H <6 B

2.1.1. ClientID

ClientID: i F ¥ % SN fHiHE 5 WA 5 1EA clientID, “ (K % SN)-(channel 5 i 1)” . U1 # % SN:
0140031810290000FFFE; fif FAAH ik 45 25 3, NiZiEIE R clientID & 0140031810290000FFFE-2. v &: H
] WL S A [1-4], #EF A AE A [0-3].

2.1.2. Topic LN

NG HE FAT 3@ Jusr/plenet/(devname)/edge/u T 1) [l 25 s 1325 20 1) 32
NG HE 4T FE8: /usr/plenet/(devname)/edge/d e 55 445 1) 15 2 HE IR Hh 4 32 R

Horp devname YA BCE B4 . BB AT EE “/7 HTR&DK,
Bln: IWAREGFRm R X e T BRI R/ R s 1 R
AR A8 T T R X BE % 13 PemL W 2R/ R WA 1B AL
i 55 2% = W B ot Je vl i A X R
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3. BT EEX

3. FBinE A

HBCRH json 4% 2o

1R Ay 38 FH B AT 356 A -

"PERIR IR, Fln g 3 B RO .
"d" R HE -

"sid" K~ MHLA

"pid" KRB EAF AT o

ZaEE X

 EEET =S SBEW /8 iy

=g o | DR

| FEtEs fiz

£
[
it
mh

AR B S R
‘EEAR O BB s

EHUER

MG ETENR, SEEEE

i}

"R -

"s" RN I D

"ms" KR [E] ms.

"e"FONETIRIG, 0 RIEH, dE0 AR

"MREIRE S . JERAITEL, A THEIRIG AR 0 BRI ETIRE B .
"dna" B 9 4 BRI AR RRCAS

"ade" BN 2 HT RN ) HE AN

"sum"FBAR LR A LK RIE .

"idx" 7 BORR AT OVER LA IR
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